OECD International Academy for Tax Crime Investigation

Anti-Money Laundering: Current Trends, Prosecutions,
and the Challenges around Cryptocurrencies
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Seguimiento, senales de alerta, inclusion
en listas negras y exclusion



UNCLASSIFIED - NON CLASSIFIE

Gestion de direcciones
“‘comprometidas”

* Seguimiento: Algunas herramientas permiten configurar
notificaciones que alertan cuando se transfieren activos.

* Senales de alerta (Red-Flagging): Ciertas direcciones
pueden identificarse como sospechosas y reportadas a
organismos gubernamentales o entidades del sector
privado para su seguimiento o accion.

* Inclusion en listas negras y exclusion (Blacklisting &
Delisting): Las plataformas pueden bloquear direcciones,
excluirlas de plataformas de intercambio o restringir su
interaccion con contratos inteligentes y aplicaciones DeFi.
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SEGUIMIENTO
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Aplicaciones para telefonos inteligentes

Bitcoin Address Tracker
Track your Bitcoin!

* Crypto Wallet Watcher
* Bitcoin Address Tracker

eeeeeeeeeeeeeeeee

Crypto Wallet Watcher - Track
addresses, balances

o N Gloath

In-app purchases

* Estas herramientas pueden visualizar e incluso
compartir las direcciones que usted esta observando.

* Las aplicaciones pueden filtrar datos desde su teléfono
Inteligente.
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https://play.google.com/store/apps/details?id=net.cryptowalletwatcher.androidr&hl=en_CA&gl=US
https://play.google.com/store/apps/details?id=net.cryptowalletwatcher.androidr&hl=en_CA&gl=US
https://play.google.com/store/apps/details?id=net.cryptowalletwatcher.androidr&hl=en_CA&gl=US
https://play.google.com/store/apps/details?id=net.cryptowalletwatcher.androidr&hl=en_CA&gl=US
https://play.google.com/store/apps/details?id=net.cryptowalletwatcher.androidr&hl=en_CA&gl=US
https://apps.apple.com/us/app/bitcoin-address-tracker/id1465853490
https://apps.apple.com/us/app/bitcoin-address-tracker/id1465853490
https://apps.apple.com/us/app/bitcoin-address-tracker/id1465853490
https://apps.apple.com/us/app/bitcoin-address-tracker/id1465853490
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Herramientas de investigacion

* Chainalysis y otras herramientas de seguimiento
pueden permitirle supervisar direcciones y
configurar notificaciones automaticas cuando los
activos se mueven hacia o desde ellas.

* Es posible configurar las notificaciones por correo
electronico para que se envien a mas de una
persona.

* Las notificaciones por correo electronico pueden
ser instantaneas o diarias.
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Root Address

—e

b lgrydrnep..

Watch cluster 19908w3aet50hpc9f30taasb..

-.‘ L]
O ,g, Actions ¥
bclgnggyu99...

0 Watch Cluster

Transfers: Email address:

D S E
IM

ALL ouT + ADD

%S Chainalysis

eric.rowe(@cra-arc.gc.ca

Email Notification Interval:

INSTANT DALY NEVER
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Watched Cluster Transfer Notification

Adopt-a-Trucker Donation - Register.Adopt-a-Trucker.ca

Root address: bclgvetv2]13v508Impral 067kghhméxEnsm? Or gwhx

Graph(s) where this cluster appears:

- Adopt-a-Trucker Donation - Register.Adopt-a-Trucker.ca

2 new transfers:

BTC 000015118 Monday, Feb 21 2022, 13:30:03 UTC
ofd41icde1430169151679e829744315d781b5 855 af6695ab3aalad7 068589294
and 1 more transfers
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Herramientas para aplicacion de la ley

* Address Watcher (Europol EC3) Addresslist txt
* Disponible para descarga en el Example:

S|t|0 de EUI’Opol EC3 BTC;17arLqdibCAvyWg5TbhCuHkbloDfcUthMT;4

° FunCiona en VariaS bIOCkChainS BTC;1Hz96kJKF2HLPGY15JWLB5m9qGNxvt8tH)
BTC;1PtEnxdU93972S7uPW58mGbLCoZ9EbTRth;20

* Herramienta de linea de Config.ixt
comandos: Example:
* Utiliza archivos de useMail=true
configuracion verbal=2
i . . ., waitTime=2
* Permite especificar la direccion mailClient=mail.Police.be
que se desea vigilar mailSSL = false
. . mailSMTPPort = 587
* Permite ingresar el correo mailFrom = Filip.Lacroix@fccu.be
eleCtréniCO al que se enViarén mailTo= Filip.Lacroix@ Police.Belgium.eu

mailPwd=

las notificaciones

mailUser = Filip.Lacroix
mailDomain = fccu.be
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https://epe.europol.europa.eu/documents/2257409/0/AddressWatcher.zip/1534e00a-b76a-4bf8-bb44-8887c22836bd?version=1.0&t=1568806582037
https://epe.europol.europa.eu/documents/2257409/0/AddressWatcher.zip/1534e00a-b76a-4bf8-bb44-8887c22836bd?version=1.0&t=1568806582037
https://epe.europol.europa.eu/documents/2257409/0/AddressWatcher.zip/1534e00a-b76a-4bf8-bb44-8887c22836bd?version=1.0&t=1568806582037
https://epe.europol.europa.eu/documents/2257409/0/AddressWatcher.zip/1534e00a-b76a-4bf8-bb44-8887c22836bd?version=1.0&t=1568806582037

INDICADORES DE ALERTA
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Senales de alerta

Unidades de Inteligencia Financiera (UIF), como
FINTRAC, FINCEN y AUSTRAC, mantienen listas de
direcciones senaladas con alertas, asi como tipologias
iIndicadoras.

Los organismos gubernamentales y las entidades
regulatorias internacionales pueden mantener listas de
senales de alerta o proporcionar indicadores asociados.

Tambien existen listas del sector privado, disponibles al
publico para el envio de direcciones y otros datos
relevantes.

10
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UIF (FINTRAC)
Indicadores de senales de alerta de lavado de activos

https://www.fintrac-canafe.gc.ca/guidance-directives/transaction-operation/in

dicators-indicateurs/vc mltf-eng

i

MENU +

Canada.ca

Government  Gouvernement
of Canada du Canada Search FINTRAC website

> EINTRAC > Guidance and resources for businesses (reporting_entities) > All FINTRAC guidance

= Money laundering and terrorist financing indicators—Virtual currency transactions

Money laundering and terrorist financing indicators—Virtual
currency transactions

Client portfolio only consists of privacy coins or has a high value in privacy coins. 1

Client transfers Bitcoin in large volumes in exchange for privacy coins.

Client is unwilling or unable to provide information about the source of privacy coins they once held or currently
have.

VC addresses match addresses on recognized watch lists such as the list of the Office of Foreign Assets Control
(OFACQ) or law enforcement information.

Many clients register with the exchange within a short period using a shared address, mobile device, phone number,
IP addresses and other common identity indicators.

The client's VC wallet or address is linked to fraudulent activity in media reports and/or cyber security bulletins.

A platform receives unusual or persistent requests from other exchanges/vendors/service providers in respect of a
client's deposited funds or VC.

11
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https://www.fintrac-canafe.gc.ca/guidance-directives/transaction-operation/indicators-indicateurs/vc_mltf-eng
https://www.fintrac-canafe.gc.ca/guidance-directives/transaction-operation/indicators-indicateurs/vc_mltf-eng

FINTRAC Financial Transactions and
Reports Analysis Centre of Canada

Posibles senales de alerta de actividades
lavado de activos a traves de NFT

* Volumen excesivo de transferencias entrantes procedentes
de multiples terceros (personas fisicas o juridicas). Los
fondos se agotan poco después de su recepcion mediante
transferencias por correo electronico, transferencias
bancarias y pagos a plataformas de compraventa de NFT.

* Pagos dirigidos a plataformas de NFT que aceptan tarjetas
de credito y aplican procedimientos KYC minimos.

* El cliente respondio a ofertas laborales en linea que
requerian el uso de sus cuentas bancarias personales para
operaciones sospechosas que terminaban en plataformas
de NFT.

12
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Posibles senales de alerta de activi&Ga€&s===
de blanqueo de capitales a traves de NFT

* Intercambio frecuente de NFT entre billeteras
digitales controladas por la misma persona.

* Intercambio repetido del mismo NFT entre multiples
direcciones intermediarias.

* Envio de fondos a multiples billeteras privadas,
servicios DeFi y mezcladores (Wasabi Wallet,
Coindoin mixers y Tornado Cash).

FINTRAC, (noviembre de 2022). Exploring the Money Laundering and Terrorist
Financing Activity Implications of Non-Fungible Tokens. SIRA-2022-009.
Strateqgic-stragegique@fintrac-canafe.gc.ca

13
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J5
Indicadores de senales de alerta en NFT

https://www.irs.gov/pub/irs-utl/j{5-media-release-4-28-2022.pdf

_ AR A &
@ V) o ’ql’ =
JOINT CHIEFS OF GLOBAL
TAX ENFORCEMENT

J5 Releases NFT Red Flags to Warn Public of Risks

Strong Indicators:

» Newly minted or secondary market transactions of > USD 100,000 with no observable
community.

"-_r

A network of sending and receiving parties to the same transaction or group of
transactions.

# Newly minted NFTs held by subjects being sold at high price points immediately which is
not in line with others in the collection (potentially hiding the true reason for purchase)

# NFTs being sold for large sums and reacquired from the same party or a third party for
smaller amounts would be a strong indicator.

14
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GAF I UNCLASSIFIED - NON CLASSIFIE

Indicadores de senales de alerta en activos
virtuales

https://www.fatf-gafi.org/publications/methodsandtrends/documents/virtual-ass
ets-red-flag-indicators.html

FATF

HOME ABOUT COUNTRIES PUBLICATIONS Calendars
N

-

Home / Publications / Methods and Trends | Virtual Assets Red Flag Indicators of Money Laundering and Terrorist Financing

Virtual Assets Red Flag Indicators of Money Laundering
and Terrorist Financing

Red Flag Indicators 5
Red Flag Indicators Related to Transactions 5
Red Flag Indicators Related to Transaction Patterns 7
Red Flag Indicators Related to Anonymity 9
Red Flag Indicators about Senders or Recipients 12
Red Flag Indicators in the Source of Funds or Wealth 15
Red Flag Indicators Related to Geographical Risks 17

15
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https://www.fatf-gafi.org/publications/methodsandtrends/documents/virtual-assets-red-flag-indicators.html
https://www.fatf-gafi.org/publications/methodsandtrends/documents/virtual-assets-red-flag-indicators.html
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CipherTrace
Indicadores de senales de alerta de lavado de
activos y financiacion del terrorismo en
activos virtuales

https://ciphertrace.com/virtual-asset-red-flag-indicators-of-money-laundering/

® CIPHERTRACE

Virtual Asset Red Flag Indicators of Money
Laundering and Terrorism Financing
Red Flag Indicators Related to
Transaction Patterns . Anonymity

iy - e ey ) ~1r iy
« Senders and Recipients

In This Guide

« Transactions

« Transaction Patterns

e | v
Similar to the above section, the red flags below illustrate how the misuse of Vas for ML/TF .
purposes could be identified through irregular, unusual, or uncommen patterns of . 5 ource C'f F un d S or

Wealth
Transactions concerning new users « Geographical Risks

Conducting a large initial deposit to open o new relationship with a VASP, while the [ ] F n C E r\. S F\:"&,': Fl 9 [:| S
°]IT‘OL.I‘t funded is incensistent with the customer profile. . . B
« Conclusion

Solution: The Institution 's CDD and KYC controls should be used to identify funding Inconsistent with the
customer profile or expected behavior.

Solution: ClpherTrace Inspector can be used for a deeper analysis of the source of the VAs used for funding to
determine If the funds are consistent with the customer profile,

16

Restricted Use - A usage restreint


https://ciphertrace.com/virtual-asset-red-flag-indicators-of-money-laundering/

UNCLASSIFIED - NON CLASSIFIE

TokenSniffer

* https://tokensniffer.com/

B Token Sniffer

Feel like you're missing out? & See the latest tokens fresh off the chain at & TokenFOMO.io =

Welcom

| Oyr mission js o make DEX trading safer from malicious contracts and exit scams
omputes helpful token metrics, and
maintains a list of scams. You can also use it to find the newest tokens. We are working to add
more features, check back often and follow us on Twitter!

("rug pulls”

BSC Ethereum Polygon Fantom Arbitrum Optimism xDai Harmony KCC Avalanche Cronos 0Oasis

1,767,492 tokens « 182,845 scams

17
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https://tokensniffer.com/
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TO kensn |ffer https://tokensniffer.com/

* Realiza analisis automatizados sobre proyectos
de tokens y direcciones:

* ;Se puede vender el token?
* ¢ Cuantos tokens tiene el emisor?
* Analisis de liquidez

* Busqueda por nombre o direccion

* Las metricas podrian no indicar si realmente se trata
de una estafa

* Puede ser util como punto de partida para evaluar
un token

18
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https://tokensniffer.com/
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Token Sniffer - Ejercicio

https://tokensniffer.com/

1. Busque “Squid”
2. Compare los analisis de Calamari Squid y
ElonSquidMusk

3. Segun los analisis, ¢ estos proyectos parecen ser
estafas o potencialmente maliciosos?

4. ;Por que?
5. ¢Cual tiene mas probabilidades de ser una estafa?

19
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CALAMARI (sQUID)

ETH:8x1951edef4e173988439bd32d4ee9bbesafea3sad

Links Etherzcan

Chart B oex screener Bl GeckoTerminal M Stherscan

Deployed 30 Jul 2022 10:18:28 GMT (74 days agao)

Transaction Creator

[ 2 contracT ] [ X BUBELE MAP

Smell Test (automated awdit) 45/100

Summary

The aud| 2 45/100 iz a measzure of how well the token contract and charactariztics m
may still hawe hidden malicious code. The score is not advice and should be considered &

Swap Analysis (courtesy of honeypot.is)
.){ Token iz sellable (not 3 honeypot) at this time
This token appears w0 be unsellable (ignore for presals).
Contract Analysis
o Verified contract source
f Cwnership renounced or source does not contain an owner contrac

W Creator not authorized for special permission

Holder Analysis  View Holders | View Bubble Map
— Tokens burmed: 4.21%, circulating supply: 957.815,177.493
of  Creator wallet comtaine less than 5% of circulating token supply (096)

o Al other holders possess lezs than 5% of circulating token supply

Liquidity Analysis
o  Adeguate current liquidity

124 ETH in Uniswap v2 View P | View Holdes
o Adeguate initial liguidity

1 ETH in Unizwap v2

o Atleast 95% of liguidity burned/locked for 15 days (100%)

A b e el

LINCI ASSIFIFD - NON C1 ASSIFIE

ElonSquidMusk (SQUID)

BSC:@x26adee75c2a69eaclsf231ebda2331cce2abbash

Links BscScan

Chart B oex screener Bl GeckoTerminal @ PooCoin

Deployed 12 Mow 2021 08:38:47 GMT (334 days ago)

Transaction Creator

[ 2 contracT ] [ X BUBELE MAP

Smell Test (automated awdit) 0/100

Summary

The audit score 0100 is 2 measure of how well the token contract and characteristics the criteria for safety.
still have hidden malicious code. The scors iz not advice and should be considered along with other factors. Alw

Swap Analysis (courtesy of honeypot.is)

of Token iz zellable (not a honeypot) at this tima

of  Buy fee is less than 5% (0%)

o  Sell fee iz less than 5% (0%)

Contract Analysis

o Verified contract source

o Ownership renounced or scurce does not contain an owner contract

W Creator not authorized for special permission

Holder Analysis  View Holders | View Bubble bMap

! A wallet exceads the circulating token supply (likely a scam)
.){ Creator wallst contzing less than 5% of circulating token supply (132922204575.49%)
The creator wallet contains a substantial amount of tokens which could have a large impact on the token price if sold.
X All other holders possess less than 5% of circulating token supply

A wallet contains a substantial amount of tokens which could have a large impact on the token price if sold.
Liquidity Analysis
.){ Adegquate current liguidity

< 0.01 BME in PancakeSwap v2 MiewlP | Vimw Holders

Mot encugh liquidity is present which could potentially cause high sEppage and other problems when swapping (ignore for presale).

20

Restricted Use - A usage restreint

ults may not be applical
do your own research 2



DIRECCIONES CON SENALES
DE ALERTA
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|
ChainAbuse

https://www.chainabuse.com/

* Chainabuse es una herramienta comunitaria
multiblockchain para reportar estafas, intrusiones y
explotaciones de vulnerabilidades.

* Los usuarios pueden presentar reportes y votar a
favor o en contra de los reportes existentes.

* La comunidad identifica las estafas y determina qué
resulta mas util para otros mediante votos positivos
y negativos.

* Chainabuse esta financiado por una coalicion de
comunidades Web3, empresas, protocolos,
fundaciones y TRM Labs.

22
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https://www.chainabuse.com/

Reports submitted for

® 12t9YDPgwueZ9NyMgw519p7AASisjré6...

7 Scam Reports

Ransomware Wannacrypt payment address 2.0

Reported
Address

Reported
Address

Reported
Address

Submitted by dubs0 on May 17, 2022

. 115p7UMMnNgoj1pMvkpHijcR...
. 12t9YDPgwueZ9NyMgw519p...

@ 13AM4avW2dhxYgXeQepoHk...

Q. wueZ9NyMgw519

Reports by
Category
Ransomware )
Blackmail 1




UNCLASSIFIED - NON CLASSIFIE

Chainabuse - Ejercicio

Busque las siguientes direcciones: ¢Qué informacion
se proporciona?

1.

12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw
(Wannacry)

Bc1gxy2kgdygjrsqtzg2n0yrf2493p83kkfjhx0wlh
(Estafa en Twitter)

0xd96f2B1c14Db8458374d9Aca76E26c3D18364307
(Direccion sancionada de Tornado Cash)

0x5DD596C901987A2b28C38A9C1DfBf86fFFc15d77
(Estafador de Wonderland)

bc1g8fr92crfwta4a9f9j427mhS5zwg3uzar85d5Shgu
(Estafador de bitcoin en Instagram)

24
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Base de datos Bitcoin Abuse

https://www.bitcoinabuse.com/

* BitcoinAbuse.com es una base de datos publica de
direcciones de bitcoin utilizadas por estafadores,
hackers y delincuentes.

* Los reportes pueden hacerse de forma andnima o
con informacién de contacto.

* Los denunciantes pueden compartir su informacion
de contacto con las autoridades.

* https://www.bitcoinabuse.com/reports/create
- Se pueden buscar direcciones de Bitcoin.

* Se incluye una descripcion del abuso (por
ejemplo, sextorsion).

* Pueden incluirse enlaces a las transacciones.

25 .
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https://www.bitcoinabuse.com/
https://www.bitcoinabuse.com/reports/create
https://www.bitcoinabuse.com/api-docs

UNCLASSIFIED - NON CLASSIFIE

Base de datos Bitcoin Abuse

* Cualquier puede enviar un reporte
* Contiene una gran cantidad de spam.

* Puede no ser confiable: cuenta con poca o
ninguna verificacion.

26
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Base de datos Bitcoin Abuse

Bitcoin Abuse Database

Tracking bitcoin addresses used by ransomware, blackmailers, fraudsters, etc.

There have been 2 /3 reports in the last day, 1,229 reports in the last week, and 5,539 reports in the last month.

File report ‘ View Reports ‘

Recently Reported Addresses

Bitcoin Abuse Database Index

https://www.bitcoinabuse.com/

This page contains a list of bitcoin addresses
used by hackers and scammers. Click on an
address to learn more about how the address
was used.

All reports are submitted by our generous
community. If you are aware of more
addresses used in the commission of a crime,
file a report.

3PWtsyhKvKLGniWFYszpVNvFuUmvsKfuj6
2 minutes ago

bc1q6jwaked2e8e2exts85gcedqnkx4sursle3x2ab
23 minutes ago

1CYgtFzk3qcuQ9ZaZ5w61tdLwT7H TMShsg
12 minutes ago

be1gbnevlsxruerlug595wzfwSIttf7x3n0zkvxld7
1 hour ago

27
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Bitcoin Abuse Database

Report history for 1KjxgUYw2QC53ZiGeAG9uohcSSRUWsSsQA

Address found in database:

Address TKjxgUYw2QC53ZiGeAGIuohcSSRUWSsSsQA

View address on blockchain.info

Report Count 7

Latest Report Fri, 04 Jan 19 09:20:17 +0000
(3 years ago)

Total Bitcoin Received 0.56848647 BTC
No. Transactions Received 3
Jul 17, 2018 ransomware Says he has my password, instructs me to send $3800.
Jul 17, 2018 ransomware threats to send video to contacts
Jul 17,2018 other Wants $3200 or will tell everyone | looked at porn online. Claims to have my password and access to webcam

28
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Ejercicio Bitcoin Abuse

https://www.bitcoinabuse.com/

* Busque la siguiente direccion:
1QAVaukg4es84us9IXRTaPqztYB1XXoXEdA

1.

2.

., Cuando se reportd por primera vez y por qué
tipo de abuso?

. Cuando se reporto por ultima vez y por qué
tipo de abuso?

; Cuantos reportes se han realizado sobre esta
direccion?

¢, Cuantos depdsitos recibio?

;. Cuantos retiros se realizaron desde la
direccion?

29
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Ejercicio Bitcoin Abuse

https://www.bitcoinabuse.com/

* Busque la siguiente direccion
bc1gm34isc65zpw79Ixes69zkgmk6bee3ewf0j77s3h

1. ¢ Cuando se reporto por primera vez y por que tipo

de abuso?

2. ¢Cuando se reporto por ultima vez y por qué tipo
de abuso?

3. ¢ Cuantos reportes se han realizado sobre esta
direccion?

4. ¢Hay algo atipico en los reportes?
5. ¢Cuantos retiros se realizaron desde la direccion?

30
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Ejercicio Bitcoin Abuse(cont.)

https://bitinfocharts.com/

https://www.bitcoinwhoswho.com/
bc1qgm34Isc65zpw79Ixes69zkgmkbee3ewf0j77s3h

* Examine la direccion en Bitinfocharts.
* ¢ La direccion sigue activa?
* ¢ Cuantos bitcoins contiene?
* ¢ Cual es el valor en ddlares de esos bitcoins?
* Examine la direccion en Bitcoinwhoswho:
* ¢/ Cuantos miles de millones de dolares en bitcoin
recibio?
* ;Qué indica esto sobre las personas detras de
esa direccion?

31
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https://bitinfocharts.com/
https://www.bitcoinwhoswho.com/
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Bitcoin Who’s Who

https://www.bitcoinwhoswho.com/
* Rastree quién es quien en el mundo del Bitcoin.

* Permite verificar si una direccion de Bitcoin ha sido
reportada por estafa.

* Permite reportar direcciones vinculadas a estafas.

* La informacion depende de reportes que podrian no
naber sido verificados adecuadamente.

_ Bitcoin Address Lookup

Q

32
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Bitcoin Address Lookup

Bitcoin Who's Who T

Bitcoin Who’s Who permite a los usuarios verificar
direcciones y ver si estan asociadas con alertas de estafa.

http://bitcoinwhoswho.com
WannaCry: 13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94

Almacenamiento en frio de Quadriga:
1MhgmGaHwWLAvVKVyFvy6zy9pRQFXaxwE9M

Investigacion de Mueller:
1LQv8aKtQoiY5M5zkaG8RWL7LMwNzVaVgR

Estafa en Twitter: bclqgxy2kgdygjrsqtzqg2n0yrf2493p83kkfjhxOwlh
Dmitri Karasavidi : 1Q6saNmgKkyFBO9mFR68Ck8F7Dp7dTopF2W

33
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Ejercicio Bitcoin Who's Who

https://www.bitcoinwhoswho.com/

* Busque la siguiente direccion BTC
13AM4VW2dhxYgXeQepoHkHSQuy6NgaEbh94

¢, Aparece como direccion fraudulenta?

;. Cuantas veces ha sido reportada?

¢ Cuantos BTC/USD ha recibido?

. Con qué estafa esta asociada?

;. Se puede encontrar la direccion en otros sitios web?

o bk b=
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BITCOIN ADDRESS REPORT

BTC Address

Current Balance

# Transactions

First Transaction

Last Known Input

Repeated Inputs From

(50 most recent transactions)

Tags

0.32843048 = 36,260.34

143
12 May 17
14L.XmEDMQ6...

1LGME/B3GS...

5 Tags (Please login to see the tags)

Scam Alert: This address has been reported as fraudulent (1 time)

13AMAVW2dhxYgXeQepoHkHSQuybNgaEb94

# Website 44

Appearances

Total Received 20.0/7353352 = $382,625.65
# Output 2

Transactions

Last Transaction 27 May 21

20 Aug 20 Last Known Output  182Neztu/T...

2

Repeated Outputs To None

(50 most recent transactions)



& Scam Alert

Scam Name URL Image Date
- WannaCry Ransomware Nov 2nd, 19

This address is used on WannaCry ransomware

@ Website Appearances/Public Sightings

Date Found Description More Detail Website URL URL Country
30 Aug 21 How to remove https://www.pcrisk.com/removal-guides/19732-blackmamba- United States
BlackMamba Ransomware - ransomware
virus removal steps
(updated)
26 Jul 21 What Is WannaCry? What is WannaCry and how  https://www.recordedfuture.com/wannacry-ransomware-analysis/ United States
Analyzing the Global does it work? We provide
Ransomware Attack analysis and insight for

what has become the
largest ransomware attack
in history.

26 Jul 21 WannaCry Profits https://wanna-cry-profits.herokuapp.com/ United States



& https://www.pcrisk.com/removal-quides/19732-blackmamba-ransomware

by exploiting bugs/flaws of outdated software. Trojans are malicious programs that can cause chain infections by
installing other software of this kind. Note that malware can only be distributed in this way if Trojans are already
installed on computers.

Unofficial activation (‘cracking’) tools are illegal programs that supposedly activate licensed software free of charge
and bypass activation, however, they often install other malicious programs instead.

Threat Summary:

Name BlackMamba virus
Threat Type Ransomware, Crypto Virus, Files locker.

Ransom Demanding Message Pop-up window

Ransom Amount USD$30 in Bitcoins
BTC Wallet Address 13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94
Cyber Criminal Contact cobra_locker666@protonmail.ch

Avast (Win32:MalwareX-gen [Tr]]), BitDefender (Gen:Variant.Bulz.276557), ESET-NOD32
(A Variant Of MSIL/Filecoder. AER), Kaspersky (HEUR:Trojan-
Ransom.MSIL.Encoder.gen), Microsoft (Trojan:Win32/Wacatac.B!ml), Full List Of
Detections (VirusTotal)

Detection Names



C @& https://wanna-cry-profits.herokuapp.com

WannaCry Profits

Stats for each known BTC address associated with the WannaCry ransomware:

LAST UPDATED 8/24/2021

Blockchain Address: 10AC9S5EmYy /Dc1yiWzr9jJLC8sLiY
Current BTC Value: 3.25249956 BTC

Current USD Value:

Blockchain Address: 115p7 UMK pMvkpHijcRdfJNXj6LrLn
Current BTC Value: 14.87769994 BTC

Current USD Value:

Blockchain Address: 12{9YDPgwueZ9NyMgw519p7AAS8isir6SMw
Current BTC Value: 19.69028255 BTC

Current USD Value:

Blockchain Address: 15z2GqZ Ge VEV1
Current BTC Value: 1.71956125 BTC

Current USD Value:

Blockchain Address: 13AM4VW2dhxYgXeQepoHkHSQuyENgaEbS4
Current BTC Value: 20.07353352 BTC

Current USD Value:
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Dune Analytics

(Tokens basados en Ethereum) — htesi/duneys/

* Dune Analytics lista las stablecoins que han sido
bloqueadas dentro de sus contratos inteligentes.

* Sera necesario examinar las direcciones en EtherScan u
otras herramientas para obtener mas detalles.

* Resumen de direcciones bloqueadas de stablecoins https./
/dune.xyz/bt/Stablecoins:-Addresses-Banned

* Tether (USDT) https://dune.xyz/phabc/usdt---banned-ad
dresses

* USD Coin (USDC) https://dune.xyz/phabc/usdc-banned
-addresses

* Paxos Standard Token (PAX) https://dune.xyz/phabc/p
ax---banned-addresses
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Dune Analytics (USDT)

Busque la siguiente direccion en Dune:

0x4688a8b1f292fdab17e9a90c8bc379dc1dbd8713
Oxc1bec32be8a68346ad9dabbb0a67ce220d43997¢c
Oxeb963dalea2d53bfb930edc/6f994fca2de/fedf
0xf5e9f38e559cf86b5ecad5e78c4dc71e2268660d0
O0x9faf5515f177f3a8a845d48c19032b33cc54c09c

a s~ wbh =

., Cuando se bloquearon?

https://dune.xyz/phabc/usdt---banned-addresses
https://dune.com/queries/5866/11619

805 rows Search. ..
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INCLUSION EN LISTAS
NEGRAS Y EXCLUSION DE
PLATAFORMAS
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Listas negras

Las plataformas de criptomonedas o tokens
pueden bloquear direcciones o personas.

Las direcciones pueden incluirse en listas negras y
quedar inhabilitadas para interactuar con
contratos inteligentes (incluidas plataformas
descentralizadas).

Los tokens o criptomonedas problematicos pueden
retirarse de plataformas de intercambio u otros
servicios.

Esto se realiza, en general, para reducir riesgos
financieros o legales para las empresas.
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Las listas negras son simplemente
listas de direcciones

Cualquiera puede crear
una lista negra

Las listas negras pueden
Integrarse en herramientas
y software

Los proveedores de

Se rvi Ci OS d e aCtiVOS February 16, 2022 by Edna Rico

virtuales (VAS P enin g | és) Canada Sanctions 34 Crypto Wallets Tied to
- Trucker 'Freedom Convoy'

p u e d e n u tl I |Za rI a S pa ra Bitcoin, Ethereum, Litecoin, Monero and Cardano addresses are all on the list.

marcar actividad o

denegar servicios

Canada RCMP Blacklists Truckers'
Bitcoin Addresses
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Alerta de la RCMP enviada a plataformas
de intercambio v a FINTRAC

CoinDesk ® Lo

Business Tech Policy Indices TV & Videos Podcasts Crypto Explainer+ Events Research About |

Sola‘a

Policy

Canada Sanctions 34 Crypto Wallets Tied to Trucker
'Freedom Convoy'
Bitcoin, Ethereum, Litecoin, Monero and Cardano addresses are all on the list.

By Aoyon Ashraf, Danny Nelson - @ Feb 16, 2022 at 5:35 pm GMT - Updated Feb 17, 2022 at 4:44 pm. GMT

I * Government  Gouvernement
of Canada du Canada

Home > How governmentworks > Treaties, laws and requlations > Canada Gazette - Publications > PartIl:Vol. 156 (2022)

Emergency Economic Measures Order: SOR/2022-22

Canada Gazette, Part II, Volume 156, Extra Number 1

Search PSPC

Registration
SOR/2022-22 February 15, 2022

EMERGENCIES ACT

P.C. 2022-108 February 15, 2022

@

The Ontario Provincial Police and Royal Canadian Mounted Police are currently investigating
cryptocurrency donations being collected in relation to illegal acts falling under the scope of the
Emergency Measures Act.

CRYPTOCURRENCY ALERT

Pursuant to the Emergency Economic Measures Order, under subsection 19(1) of the
Emergencies Act, there is a duty to cease facilitating any transactions peraining to the following
cryptocurrency address(es):

Any information about a transaction or proposed transaction in respect of these address(es), is
to be disclosed immediately to the Commissioner of the Royal Canadian Mounted Police, at
CryptocurrencyNHQ-CryptomonnaieDG@rcmp-sre gc.ca.

Asse
T Address
LTC | Itclgghec2dflesceds cplzakrkBwixiBz
addrl 43fBBh4jnBngrumbdfetmeck: yrotm5vet 19gemvkhrid

ADA | xcu3smBDhgtz3wuy

423nPDOgsPrAAgFSHaUBMrYQOCgb2562iLLWuldZyEGEGsavdpNxWiDjre SUzwqWOCKiBGraz8|tYW]S4p
XMR_| WomK9DoBVdWo

ETH | OxB559481ef7dac321078547f50c756c8924eabl83f

ETC | OxBBcdld4611d456357ef8620450d3121672305d03

BTC | bclgvetv213v508Impral067kghhmexsnsm70ngwhx

BTC | 1PKSTAxrXE1sOeYxSKXNTTTINBDPxeEnk

BTC | bclgB2ejxS4eSralla®nSwhoagegdr2fsjeeplkep?

BTC | bclglcZgpmzrrSeded07ddad0i2iq7pp2vThacsix

BTC | bela2xjld87245k2fuzd8dghntgh3e0kB0ft0adsjd3fowrqidfnyjaftdour

BTC | belq3jsfd54ja2iunumjwq2ds6anOytomyeThwvdmyftiasaswadat
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Las direcciones de bitcoin pueden incluirse
en listas negras.

 |[as direcciones vinculadas con actividades
delictivas, financiacion del terrorismo u otras
actividades ilicitas pueden incluirse en listas negras.

* Las direcciones asociadas, por ejemplo, con juegos
de azar, plataformas de alto riesgo u otras
entidades, pueden ser senfaladas en herramientas
de rastreo, reportes o seguimiento.

Incluir una direccion de Bitcoin en una lista negra
no impide que siga recibiendo o enviando
bitcoins.
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Las direcciones de Ethereum tambien pueden
Incluirse en listas negras

Las direcciones de Ethereum pueden agregarse a multiples
listas negras.

Los tokens creados sobre la cadena de blogues de Ethereum
pueden incluirse en las listas negras de plataformas.

Las direcciones y tokens de Ethereum incluidos en listas
negras pueden aparecer senalados en herramientas de
rastreo, reportes y seguimiento.

Incluir una direccion de Ethereum en una lista negra no
impide que su propietario reciba ni envie ether.

Las direcciones de Ethereum o direcciones de tokens en
listas negras pueden quedar sujetas a congelamiento,
restriccion para recibir o imposibilidad de gastar tokens.
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Inclusion de tokens ETH en listas negras

* Tether (USDT) comenzé a incluir direcciones en
listas negras en 2017.

 Cuando CENTRE (USDC) ejecuta su funcidn de lista
negra sobre una direccion determinada, los USDC
en esa direcciéon quedan bloqueados y no pueden
utilizarse en transacciones registradas en la
blockchain.

* La inclusiéon de tokens en listas negras y su
congelamiento se ha utilizado para recuperar
fondos robados.

* No obstante, esto no siempre es posible.

La posibilidad de congelar un token depende de
que esa funclonalldad se haya programado en el

47  https://cryptobriefing.com/tgtiys Fdressed-gontaining-millions-blacklisted/
https://cryptobriefing. com/lOOOOO usds;dat&dqblsitedﬂa IPA;; BEing-importance-decentralized-stablecoins/



https://cryptobriefing.com/tether-can-freeze-your-usdt-39-addresses-containing-millions-blacklisted/
https://cryptobriefing.com/100000-usdc-blacklisted-highlighting-importance-decentralized-stablecoins/
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Las listas negras pueden integrarse en
herramientas y software

* En 2014, un programador de Linux Gentoo incluyo
varios prefijos de direccion en una lista negra.

* Otros programadores respondieron con un patch.

struct BlacklistEntry {
wintzz_t begin;
wint3z_t end;
const char *name;

Ii

static struct BlacklisteEmtry ElacklistedPrefixes[] = {

{ex24scbzed, ex9decbzed, "Mastercoin™},

{exesflbsea, exestlbeff, "sSatoshipice™},

{ex74dbz7ae, ex74dbsef+, "BetCoin Dice™3},

{excd4csd7el, excdcsd7esl, "CHES"}, /) 1IwsSSubhmgsiFtRjtyqhUyHT7bZgILfylT
{8x43425452, 2x434e5452, "Counterparty™},

18xes9532da8, exes9532da, "SatoshiBones™}F,

{exdasddess, @xdaSddesda, "Lucky Bit"},
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Binance y otras plataformas de intercambio
retiran tokens de forma activa

R Buy Crypto EUR * Markets Trade v Derivatives* Earn~* Finance* NFT < New

Announcement

@ New Cryptocurrency Listing De llStlng

& Latest Binance News Binance Futures Will Delist USDT-Margined BLZ Perpetual Contract 2022-08-17

‘8% Latest Activities
Binance Futures Will Delist USDT-Margined BTS Perpetual Contract 2022-08-08

€) New Fiat Listings
P> Delisting / Binance Will Delist EZ, QSP, BRD, NXS, NAV, MDA and SPARTA on 2022-08-11 2022-08-04

= Wallet Maintenance Updates Binance Staking to Delist EZ, TRU, VITE, ANC & MIR 2022-07-08

49 https://www.binance.com/en/support/announcement/c-161
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Coinbase retira tokens de su
plataforma

COin base Explore Learn Individuals Businesses Developers

Blog Product Company Engineering Policy

Investing even more in screening assets and detecting
potential frontrunning

We're continuing to improve our capability to evaluate assets, by looking at the tokenomics
of assets, and using on-chain forensic tools to evaluate each project. We're also working to
ensure we can move quickly to delist assets that appear to be experiencing bad activity.
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Ejercicio Coinbase

* Busque en Coinbase si los siguientes tokens estan
listados:
* Monero
* Terra Luna https://www.coinbase.com/browse
* Doge

* Investigue en Internet por qué algunos de estos
tokens populares pueden haber sido retirados.

@ Monero XMR

@ Terra LUNA 9 Dogecoin DOGE
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Ejercicio Binance

Vaya al sitio web de la plataforma de intercambio Binance:
https://www.binance.com/en/buy-sell-crypto

;. Puede comprar Monero (XMR)?
¢, Puede comprar Dogecoin (DOGE)?
¢, Puede comprar Terra (LUNA)?

¢,Por que cree que una de estas criptomonedas puede
adquirirse en Binance pero no en Coinbase?

L=

I’I.‘ Monero XMR

\, Terra LUNA @ Dogecoin DOGE
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Algunos mineros pueden negarse a minar
tokens incluidos en listas negras

* Los mineros eligen las transacciones que desean
Incluir en los bloques.

* Los mineros utilizan programas MEV (Maximum
Extractable Value) para decidir que transacciones
iIncluir en un bloque.

* Los programas MEV de los mineros pueden
examinar direcciones para verificar si estan
iIncluidas en listas negras o sancionadas, y negarse
a minarlas si lo estan.

* Esto se esta observando actualmente en la cadena
de bloques de Ethereum.
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MEV Watch

Some MEV-Boost relays are regulated under OFAC and
will censor certain transactions. Use this tool to
observe the effect it's having on Ethereum blocks.

https://www.mevwatch.info

mevWatch.info
Post-Merge OFAC Compliant Blocks

OFAC Compiant |l Not OFAC Compiiant | Non-MEV-Boost

A 50% enforced OFAC compliance

mevWatch.info

OFAC Compliant Block Visualisation - Last 100 blocks

Enforcing OFAC Censorship [l Not Enforcing OFAC Censorship [l Non-MEV-Boost

s w0 wn w0 [ oo oo BB e o [

A\ 53 / 100 blocks enforcing OFAC compliance @D 1nCLUDE ALL BLOCKS
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